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Seal Process Sequence & Content 
Seal Request 

(a) Send: Member ID, Customer IP 
Sea! Response 

(b) Send Encrypted: Seal Key & Response 
Seal Completion 

(c) Send: Seal Key. Customer Account information 

(d) Send Encrypted:' Seal Key. Customer First Name. Surname, 

Ali Customer Account information (as one field) 

Seal Archiving 

(e) Record Index - Seal Key 

Query Index - Date, First Name, Surname, Member ID 
Enforcement Index - Expiry Date 
(0 Normal customer data + Seal Key 

FIG. 3 



Seal Key Structure 
Date a Time 
Member ID 
Customer IP 
Privacy Policy ID 
Insurance ID 
Language ID 
+ Check Digit 



NY2 - 1155602.1 







Network Providers 




CUSTOMER 


MEMBER 








GLOBAL V^hc-r A/aii€t 
APPLiCATiON' 



Member Web Page 



Privacy & Insurance 
verbiage for user's 
locate 

O Accept 
O Reject 
Change Locale 
More Information 



Customer 
Personal Detail Page 




Global 




Global 




Global 




Global 




Global 


Privacy 




Insurance 




Member 




ISP 




Activity 


Law , 




Policies 




URLs 




IP Register 




. Log 



FIG. 4 



NY2- 1155602.1 



1 




1 


1 


1 f i! 






llltilllilili 


i 









1 




III 


& 




1 


iiit 












III 






i| f ^ 

l|.s|l tiip 

.Kill ilii 

it 111 iitil 











o 


? 


Seal 


.1 
1 S 
a "5. 


rivacylnformati 




seallO 
memberlD 
prlvaleData 
name 

addressLinel 
COuntryCodo 
postalCode 

memberNotifyEi 
memberAcknow 


addConsumerP 







c 
8 


Privacy Council 


Q 

1 


Ji 

i fill 
liilll 

llSili 




1 


1 1lilS. 



— 03 ti V 



^^^^ 

ca a X C) 
^ 2 UJ O 

'•6 '"5 ^ '"5 
3 => r> 3 



o 



^ CO 3 

CO iS Q o 

0^ 5i « o > 

W re 2 to W 

tn > 5 05 ^ 

3 O! C CO to 

X O <U O. CL 



0) O 



W CO 



